ok

khéa mat ma an toan

NOI DUNG

1. Cau chuyén Ma nhay Rolling-Code
2. Van dé nhtrc nhbi
3. Giai phap cua chung téi

The Zero-Knowledge Protocol for Authentication
M6t phat minh, giai phap méi déc dao dé ché tao Khéa chong hack.


http://www.onyx.vn/

CAU CHUYEN MA NHAY ROLLING-CODE

D3t lau, viéc st dung mdt chia khoa diéu khién tr xa clra cudn cho cac nha
mat phd, cac nha kho va gara la viéc pho bién trong xa hdi hién dai.

Ma co dinh - Fixed code |[> Ma& nhay - Rolling code

* 1960s » 1990s, microchip,
- Bién thé: Learning code « Khoa, diéu khién t xa,
« Khoa, diéu khién tr xa, dé choi « M4 bién dbi, vo hiéu: bruteforce, replay attack

- Bao mat yéu: bruteforce, replay attack  + Thanh tri bao mat: 1 ph&o dai bao vé sudt 30 nam

« Tuy nhién, tinh bao mat cla céc loai khéa lai mét 1an nira dwoc néu 1én.

DefCon23, 2015, tai Nevada, US, Samy Kamkar da chi ra 16 hdng bao mat nghiém trong cia ma
nhay Rolling-Code. M& khoa 6-td v&i 1 thiét bi co gia thanh khoang $30 (700k vnd)

samy Kamkar RollJam attack



RO I IJ am atta_C k Microchip HCS301

* Nguyén ly: Bung ma thi mé
» Code space: 64 bits
« SyncCounter: 2256 (thwdng tr 8 - 16bhits)

PUNG MA
- (@
ROLLING CODE

codel
1 1 - 1
2 code2 )
5 3 code3 3
Lg- code4 ;-F
w4 e thit lac aa
58
code5 E‘IB
, . 5 -  thit lac ig'
" SyncCounter: b6 dém déng bo, N g \
str dung khi m& khéng dén dich 6 - s
Chia Khéa



RollJam attack

Oscaru BUNG Mi ‘
l @= &

« Bob khéng c6 co ché nao dé biét ma Bob
dung dwoc giri b&i Oscar hay Alice.

 How to capture a code?

Lam thé nao dé bat 1ay 1 ma trong khéng gian mé?




GOC NHIN CUA OSCAR

Strc chira clia
thung gb
Thanh ngan nhat

Piém yéu cua hé thong bao mat

o o . Nguyén ly
* RSA, AES, SHA ? Co thé duoc coi la khong thé pha thiing nwéc
(du da cé thuéat toan luong tr SHOR phd ma RSA) o
* Protocol: gid dinh rang moi tién trinh con trong 1 lwot St chira cia thung gé

: . 2 N Ty bi gi6i han béi thanh ngén nhét
giao thtre chuan luén co6 thé bi gian doan J J
Trién khai giao thirc trong thwec tién
* Giao thirc tang rng dung (phan mém)

» Alan Turing pha ma Enigma

» Crypto coin bj hack

* Giao thirc tang giao van (firmware) / Oscar
» Dich dén quan trong hon noi gtvi: DDoOS

-

RollJam Attack:

- . "yl s Can nhiéu khién Bob khéng hiéu Alice
* Mol l‘I’LFO’ng Vat Iy (hardware) nhuwng oscar van Idy duoc thong tin tir Alice
» Can nhidu, gian doan B8 Linh vire bdo mat phan cirng

_ ) ) B Linh vuc bdo méat phan mém
» Capture: can nhiéu khién Bob khong hiéu Alice



r news.koreadaily.com/2023/03/20/society/generalsociety/20230320202440319.html
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'Crisis of thefts': 23 attorneys
general demand Kia, Hyundai take

action

Attorney Generals of 23 States Pressure Hyundai
Motor and Kia... Call for strengthening anti-theft

measures
Grace Hauck
USATODAY
On the 20th, the attorney generals of 20 states urged Hyundai Motors
Published 4:59 p.m. ET March 20, 2023 I “Failed to prevent vehicle theft” and Kia to take more active anti-theft measures. 242

O v = »

Attorneys generals from 23 states, including Wisconsin and lllinois, sent official letters to Hyundai and Kia on the
same day, accusing the two companies of failing to take appropriate action to address the growing number of d

vehicle thefts, speeding up the implementation of related software upgrades. demanded mine It also recommends

REUTERS® Worldv  Businessv  Marketsv  Sustainability v  Legalv  Breakingviews

Class Actions & Multi-District Litigation Litigation ADAS, AV & Safety § 2

e 2 37

> 0519 & 80s 0z R T I

Software-Defined Vehicle Supply Chain

Hyundai, Kia agree to $200 million
settlement over US car thefts

By David Shepardson

3520097 =, BCHX}-7|ofof] XHRF =it UX| =X| ZE H7 / HEF2ATV (YonhapnewsTV)

May 19, 2023 9:36 PM GMT+7 - Updated a month ago

» uox 0:00 | 0:58

Kia va Hyundal
phai dén bu cho nguwdi dung
200 triéu USD

Auto theft has spiked during the pandemic, he
striking




M6t nhém céc 'nha nghién ciu' da hack thanh cong hang loat xe méi trén thi trudng, chiém

r X
N I I UJ C N I I O I quyén diéu khién véi nhiéu cap dé nghiém trong.

Gia tang hoat dong

Oscar

Kia va Hyundai bi kién vi trao lwu be khoéa
xe trén TikTok

Anh Tuin e Thif ba, 27/9/2022 07:46 (GMT+7)

bién trén 0 6 cling khién ching dé bi chiém quyén diéu khién

Mot don Kién tap thé cdo budc Kia va Hyundai ¢é tinh khéng trang bi canh bdao chéng Xem bai trén béo
trom, khién trao Iwvu hwéng dan bé khéa xe trén TikTok tré nén dé dang.

Kevin2600 ( 5 17

Ladies and gentlemen, it is my honor to presenting you the Rolling-Pwn
attack research on Honda Keyfob system. (rollin n.github.io/rolling-
pwn/)

P

Rolling Pwn Attack

INTRODUCTION

Kevin2600 théng bao vé 16 héng bdo mat Rolling-Pwn trén Twitter ca nhan

a xe r(\-fj \,3 '*:‘i,:-":ifa!'w%:’! hdng vi bao mat qua kém. Anh: AP KeV|n2600 Céng bé mé nguén méy haCk rol“ng-COde xe 6t6 Honda,
Xem bai trén béao xem bai trén bao


https://bit.ly/CarHack2301
https://bit.ly/Carhack2207
https://bit.ly/CarHack2209

BAlI TOAN: KHOA OTO MOl CHONG HACK

Pbanh bai Oscar?

2019, Australia,

58.285 vu viéc [2]
2018, US, 748.841 vu viéc Tang 9% so véi 2018,

12% vu viéc do bang cach nao doé sao chép dwoc chia khda (hacker)
Top 10 Most Frequently Stolen Vehicles, 2018

All model years (1) -- 2018 model year vehicles only

Most stolen cars in Australia in 2018

Rork|  Model | Tnes [mank|  Moder | nens]
1 Honda Civic 38,426 1 GMC Pickup (Full size) 1170
2 Honda Accord 36,815 2 Ford Pickup (Full size) 1,017
3 Ford Pickup (Full size) 36,355 3 Toyota Camry 976
4 Chevrolet Pickup (Full size) 31,566 4 Nissan Altima 912
5 Toyota Camry 16,906 5 Chevrolet Pickup (Full size) 790
(3] Nissan Altima 13,284 ©6 Hyundai Elantra 775
7 Toyota Corolla 12,388 7 Ford Transit 723
g GMC Pickup (Full size) 1708 8 Dodge Charger 719 g5 58 &S 33 83 &t B8 32 32
9 Dodge Pickup (Full size) 11,226 9 Toyota Corolla 699 g'§ 8% e § = g § gg 9§ 53 ] § o
10 Jeep Cherokee/Grand Cherokee 9,818 10 Chevrolet Malibu 698 % = § B = g x 2 g (@)
o o o

2021, Viét Nam, tiéu thu hang tram 6t6 khéng rd xuat x& - day

[1] https://www.iii.org/fact-statistic/facts-statistics-auto-theft
[2] https://www.budgetdirect.com.au/car-insurance/research/car-theft-statistics.html

Video nay xac minh 16 héng bdo mat khoéa 6t6: hitps://youtu. be/SW2nif30CkA

Gia tang hoat dong



https://www.iii.org/fact-statistic/facts-statistics-auto-theft
https://www.iii.org/fact-statistic/facts-statistics-auto-theft
https://www.iii.org/fact-statistic/facts-statistics-auto-theft
https://www.iii.org/fact-statistic/facts-statistics-auto-theft
https://www.iii.org/fact-statistic/facts-statistics-auto-theft
https://www.iii.org/fact-statistic/facts-statistics-auto-theft
https://www.iii.org/fact-statistic/facts-statistics-auto-theft
https://www.iii.org/fact-statistic/facts-statistics-auto-theft
https://www.iii.org/fact-statistic/facts-statistics-auto-theft
https://www.budgetdirect.com.au/car-insurance/research/car-theft-statistics.html
https://www.budgetdirect.com.au/car-insurance/research/car-theft-statistics.html
https://www.budgetdirect.com.au/car-insurance/research/car-theft-statistics.html
https://www.budgetdirect.com.au/car-insurance/research/car-theft-statistics.html
https://www.budgetdirect.com.au/car-insurance/research/car-theft-statistics.html
https://www.budgetdirect.com.au/car-insurance/research/car-theft-statistics.html
https://www.budgetdirect.com.au/car-insurance/research/car-theft-statistics.html
https://youtu.be/SW2nif3QCkA
https://youtu.be/xY36dHp95u8

BAlI TOAN: KHOA CUA CUON MO CHONG HACK

¢ 1™ oFFs 0 Tai Viét Nam, 100% khoa clra cudn c6 16 hong bao mat
& Long Vi Véin - 22 i - @ Rolling-code hoac Fix-code ]
Céc cu nha, cifa hang nao I&p cifa cudn dién thi nén Iap 0 100% xuéat x&: Trung Quéc, Pai Loan; Khong c6 nha san s e Y

thém chéng trém va camera an ninh that tot.

Nha em trém vao lic 4h21 phut sdng, né bam cua cudn xuat khoa trong nwoc

nhu c6 chia, roi vao quam tai san di mdt cach dé dang 0 100% co s& san xuat clra cubn nhap khiu khéa va cang | g
i thwong hiéu, ho khong s& htru cong nghé va ban than ho 1 tigm khéa nho
~ ~ . 2 ~ . N ~ A~ ven dwong

cling khong hiéu dwoc nhirng rui ro cua cong nghé minh Danh chia

dang st dung. tir ctra cudn dé xe may

v =
Sao chép khéa clia cudntro 41 X 4

« > C 0O @ video.vnexpress.net/tin-tuc/phap-luat/sac-chep-ma-cua-dot-nhap-lay-hang-loat-tai-san-4587298.html & Y N =/

= Video = Phapluat Cameraan ninh vN[BExFRrRESS

Sao chép ma cira, dot nhap
lay hang loat tai san

HA NOI- Nguyén Thanh Duong va Nguyén
Ngoc Truedng, ding thiét bi chép ma, mé
khoéa clra cudn, dot nhap cira hang trom 80
dién thoai, thé cao va tién mat & Chuong
My

Tam Nguyén

Déc gia chia sé Video dén
video@vnexpress.net hoac gt thong tin
cau hoi tai day.

Video sau day xac minh 16 hbng bdo méat khoa cira tir xa clra cudn:


https://youtu.be/st_xSEitji0
https://video.vnexpress.net/tin-tuc/phap-luat/sao-chep-ma-cua-dot-nhap-lay-hang-loat-tai-san-4587298.html

G|A| PHAP DANG C() Kinh dién khéng kha thi

ZKP - Zero Knowledge Protocol

Protocol 18.2: Schnorr’s Identification Protocol Sc h norr

COMMON INPUT:
p.q: two primes satisfying q|p — 1;
(# typical size setting: |p| = 1024, |q| = 160 )
g: ordy(9) = q;
y: y =g~ (mod p);
(# tuple (p,q.g.y) is Alice’s public-key material, certified by an CA =)

PRIVATE INPUT of Alice: a < gq;
OUTPUT TO Bob: Alice knows some a € Z, such that y = g~ (mod p).
Repeating the following steps log, log, p times:

1. Alice picks k € Z, and computes Commit — g* (mod p);
she sends Commit to Bob:

2. Bob picks Challenge gy {0, 1}o82lom2p;
he sends Challenge to Alice;

3. Alice computes Response « k + a Challenge (mod q):
She sends Response to Bob;

4. Bob checks Commit = gResponsey Challenge (1, p):
he rejects and aborts if the checking shows error;

Bob accepts.

(+ Bob's computation of gResponseChallkenge (1304 5) should apply Alg 15.2
and so the cost is similar to computing single modulo exponentiation *)

> Schnorr’s Identification Protocol, trang 630,
sdch "Modern cryptography - theory and practice, Wenbo Mao" (2003)
Va cdc sdch kinh dién cta nghanh trong vong 20 ndm trd lai ddy déu nhdc dén.

Dién giai bang 10i thuat toan Schnorr:

Alice Bob

0. Alice va Bob cling chia sé 1 chia khéa bi mat (p, g, g vy, a) tir trudc
Lap lai cac budc sau day m lan, m = 4 lan vdi p dai 1024 bit.

1. Alice nhat 1 hon da ngau
nhién Commit(k) va ném cho

Bob <: 2. Bob lya chon ngau nhién cach (ng

xUr Challenge (gat hodc khéng)
3. Alice dap tra Response [a 1
ham cda Challenge (ma Bob |:$
cling biét cach tinh)
4. Bob kiém tra Response

5.Sau m lan Alice déu tra |oi dung, Bob chap nhan két noi.

P Schnorr 13 thuat toan kinh dién dat nén méng cho ZKP

10



GIAl PHAP DANG CO <inh dién

tao ra 16 hong
Tiéu chuan

386 Cryptography: Theory and Practice Relay Attack Theft

Protocol 10.2: (SECURE) CHALLENGE-AND-RESPONSE Expl a in ed

1. Bob chooses a random challenge, », which he sends to Alice. Key f.Ob. in close
proximity
2. Alice computes

y = MACk(ID(Alice) || r)
and sends y to Bob.

3. Bob computes

}/" — MACKUD(A{IC{’) || ."). Thiefz

If ¥’ = y, then Bob “accepts”; otherwise, Bob “rejects.”

4. Thief 2 receives _
the signal and transmits
the signal into the house
looking for the key foh. The
key fob response is received
by Thief 2 and “relayed” back
to Thief 1 where it is broadcast
to the vehicle. The doors unlock
and the vehicle can be started

Thudt todn: Challenge and Response

Kinh dién khéng kém Schnorr, Vi du:

sach Cryptography: Theory and Practice, trang 386
Bob khdi xuré'ng Giao thurc

Thief |

4 % 1 2 4 1 % 1. Thief 1 pulls 2. The vehicle transmits 3. Thief 1 forwards
(Kh dc voi Schnorr, ’ Alice khoi x U'O’I’Ig §1ao th U’C) the car handlg forcing an RF signal that is read the signal to Thief 2
the vehicle to transmit a by Thief 1's device near the house
- signal looking for the
|_| Relay Attack tram trong ho'n key fo
> 1. Bob khdi xuéng giao thurc 2-3-4. Oscar dung gilta khuyéch dai tin hiéu

11



GIAl PHAP

% Sang ché qudc té 11 diém bao ho,
WIPO: W02021174264

Lo K

KHOA MAT MA AN TOAN

Nguyén ly méi - Giao thirc maéi
Nguyén ly ci: Ma hoa Nguyén ly moi: Xac thuwc
DUNG MA PUNG MA
DUNG CHIA
Pung ma thi mo, Dung méa va
Khbéng quan tam ai dung méa dung chia thi mo

V&i Token 64 bits, CypherKey 256 bits; khéng thé bi hdch / crdch véi céng nghé dién todn hién tai



iIKnock: Giao thirc Xac thwwe moéi an toan
/KP - Schnorr vsiKnock

Dién gidi bang |&i thudt todn Schnorr: (u.s. Patent 4,995,082)

Dién gidi bang |&i thuat todn iKnock: (wiPo Patent WO2021174264)

Alice Bob

0. Alice va Bob cuing chia sé 1 chia khéa bi mat (p, g, g, y, a) ti trudc

Lép lai cac budc sau day m lan, m =4 lan vai p dai 1024 bit.

1. Alice nht 1 hon dé ngau |:';>

nhién Commit(k) va ném cho i

Bob 2. Bob lua chon ngau nhién cach ung
¢ xUr Challenge (gdt hodic khéng)

3. Alice dap tra Response la 1

ham cda Challenge (ma Bob :>

cdng biét cach tinh)

4. Bob kiém tra Response

5. Sau m lan Alice déu trd loi ding, Bob chdp nhén két néi.

Alice Bob

0. Alice va Bob cling chia sé 1 chia khéa bi mat CypherKey tir truéc

1. Alice go cra nhe nhang:

F ol LR ) 2. Bob vira phan hdi béing mét cau dé di

- doém ngéu _nhién token: Xin chdo, néu la
Allice thi han la phdi biét cGu trd 1o token

3. Alice tinh ]

Response = - Y

SHA (token, Cypherkey)

va dap 16i Bob 4. Bob kiém tra so sanh Response nhan dugc

vdi gia tri R=SHA(token, CypherKey) tinh dugc,
néu sai thi tir chéi.

5. Bob chap nhan két néi ngay khi xac minh Response cua Alice

Alice phai tinh todn trén sé nguyén té Idn cho (Commit va Response) m lan. »  Alice chi tinh Response 1 1an theo ham SHA.

Alice truyén di 2*m goi tin.
Ca Alice va Bob déu can bé sinh ngau nhién.

»  Alice truyén di 2 gdi tin.
» Bob can bd sinh ngau nhién, Alice thi khéng can.

Do cau tric cdia cac ham sur dung, ham Schnorr can truyén nhiéu luot dé tranh 16 khéa bi mat, ham SHA thi khéng can.

Viéc Alice truyén tin nhiéu luot (2*m géi tin) yéu cau dudng truyén cla Alice phai rat tét va nhiéu thai gian hon dé truyén tin.

Viéc Alice tinh toan Response trén s6 nguyén to I6n can nhiéu nang luc tinh todn khién cho thiét bi dung Schnorr trg nén dat do.

Viéc Alice can nhiéu tai nguyén khién trién khai Schnorr trén cac phan cirng han ché tai nguyén nhu KeyFob ctia Khoéa trd nén khé khan.

Va mét ly do quan trong |a: iKnock da c6 sdn pham CylLock - khéa mat ma an toan (véi 100k Ian bdn ndt, xem video: https://bit.ly/Pushed100k).

13



UNHACKABLE REMOTE LOCK

Sang ché 02 diém bao hd doc lap
‘:/ G Sang ché thé gioi WIPO: W02021174264

SAFETY CYPHER LOCK Viét Nam: 1-2020-01076 I Taiwan: X211669TWI




SAN PHAM “:/L”‘K

Chia khoa:
« Chbng thdm nuwéc IP68

* Khbéng phai thay pin

* Bén bi: 100k lam bam nut

Video: Stress test CyLock, 100k l&n bdm nut ~28 ndm st
dung: Xem video youtube: Pushed100k

O khoa:

« Mat ma bat bai: AES, SHA

« Giao thirc an toan: chbng bat Iay ma, khéng thé sao chép chia

. Tiét kiém: khi méat chia khéa khéng phéi thay 6 khéa, chi can huy
chia d& mat va ghép chia moi

VIETNAM

=
L
=
<C
=

tin cdy, bén bi, khéng thé bi hach



https://bit.ly/Pushed100k

Ung dung Lok

Béo Vé ta‘i Sén khoa mat ma an toan

Xe dién
&

Théng tin: Viét Nam, ho’n 4tr 6 to 40tr xe may thi trwo’ng tang truréng 1 0%
Toan céu: gén 100 triéu xe 6 té duwoc san xuat hang ndm
Viét Nam, khodng 2.5 triéu ctra cudn, toan cau & US rét I6n




TIEN PHONG

1. W02022043756 - SMART ELECTRONIC FENCE SYSTEM »
AND INTRUSION DETECTION METHOD USING THE SAME

eFence.

electronic security fence

S6: W02022043756
Cong b6 ngay: 03/03/2022

1. W02022170370 - METHOD OF PROTECTING FILE
CONTENTS WITH HIGH INFORMATION ENTROPY
| USING A COMBINA TN

HELP @D ENGLISH
| ENCRYPTION STAN
TECHNOLOGY AND
SAME

1. W02022094635 - ANTI-TAMPERING MEDIUM, ANTI-
TAMPERING AUTHENTICATION SYSTEM AND TAMPER
DETECTION METHOD

PCT Biblio, Data  Description g

Onyx

Cypher

S6: W02022170370
Cong bd ngay: 11/08/2022

WIPO

WORLD
INTELLECTUAL PROPERTY
ORGANIZATION

rueOrigin

KEEP BELIEVING

. S6: W02022094635

Wit @ ENGUSH 100

ANNTS

Cong bd ngay: 5/5/2022

1. W02021174264 - METHOD FOR REMOTELY ACTIVATING A
REMOTE LOCK SYSTEM USING CRYPTOGRAPHY AND THE
REMOTE LOCK SYSTEM FOR IMPLEMENTING THE METHOD

Dats Descrgtion Cisims  Drawngs  ISUWOSAAATIZISl  Netionst Phses  Noticss  Documents

Intemational Filing Date

e

S6: W02021174264
Cong bd ngay: 2/9/2021

WIPO
I RORTAL  MENU PATENTSCOPE

LOGIN WIPO

Applicants

) Tuen o

Inventers
NGUYEN KHUONG, Tusn

Agents

HELP @ ENGLISH

Feedback Search ¥ Browse ¥ Tools ¥ Settings

1. W02021174264 - METHOD FOR REMOTELY ACTIVATING A
REMOTE LOCK SYSTEM USING CRYPTOGRAPHY AND THE
REMOTE LOCK SYSTEM FOR IMPLEMENTING THE METHOD

PCT Biblio. Data  Description ~ Claims  Drawings  ISR/WOSA/A1/(2][a]  National Phase  Notices Documents
——
Submit observation Permalink  Machine translation ~
Publication Number Title

W0/2021/174264 [EN] METHOD FOR REMOTELY ACTIVATING A REMOTE LOCK SYSTEM USING CRYPTOGRAPHY AND THE
REMOTE LOCK SYSTEM FOR IMPLEMENTING THE METHOD

[FR) PROCEDE D'ACTIVATION A DISTANCE D'UN SYSTEME DE VERROUILLAGE A DISTANCE PAR
CRYPTOGRAPHIE ET SYSTEME DE VERROUILLAGE A DISTANCE POUR METTRE EN (EUVRE LE PROCEDE

Publication Date
02.09.2021

International Application No.
PCT/VN2021/000004

International Filing Date
24022021

IPC
GO7C 9/00 20061 GOGF 21/60 20131

HO4L 9/32 20061 HO4L 8/06 20061

== Method: iKnock
=== System: CyLock
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KHA NANG HOP TAC

KHAI THAC CONG NGHE

« DPAi tac thwong mai sdn pham tai Viét Nam

« Pdi tac thwong mai sdn pham pham vi Qubc té
- Pdi tac thwong mai quyén Khai thac sang ché

CHUYEN GIAO CONG NGHE

« Chia sé quyén Khai thac sang ché

« Chia sé hé thdng rng dung da hoan thién

« Cung hop tac khai thac sang ché va céng nghé 16i

PHAT TRIEN CAC UNG DUNG MO

« Heé théng phan biét quan ta

« Thiét lap két ndi an toan trwdc khi truyén tin
« Chuan héa Giao thirc Qubc té

18



POI NGU CUA CHUNG TOI

Tuan Nguyen Khuong

Inventor, Founder, CTO

r

Tuan c6 hon 17 ndm kinh nghiém trong
linh vuc phat trién san pham, cdng nghé
va kinh doanh véi tu cach la ngudi sang
lap mot s6 cong ty khdi nghi€ép cong
nghé. Dam mé d6i mdi cdng nghé trong
nganh bao mat.

Trung Ha Thanh

Co-Founder, Researcher

PhD in Statistics, Univ. of
Florida, USA

Tién si Trung thich giai quyét cac van dé I6n cua
cbng dong. Dam mé thiét 1ap cac hé thong dé giup
dG moi ngudi.

Tién si Trung la tac gia cta mo6 hinh du bao covid
¢6 do chinh xac rat cao: https://onyx.vn/covid19

Ngoc Tran Dinh
Co-Founder, CEO

Ngoc lam viéc tai cac cong ty da qudc gia, Véi
hon 15 nam kinh nghiém trong thi trudng
B2B.

Pam mé thiét 1&p su hdp tdc d€ mang lai
nhiéu Igi ich.

Nguyet Nguyen Mai
Advisor

Mrs. Nguyet is the Director of
Business Consulting, with 16
years of experience working at
Ernst & Young Vietnam,

Ba Nguyét phu trach tu van cac du an chuyén
doi doanh nghiép, quan ly va phuc hoéi rdi ro,
cau trac doanh nghiép.

ueOrigin’ Hung Nguyen Van
Co-Founder, CMO

Hung c6 han 15 ndm kinh nghiém trong viéc
két nGi va cung cap cac giai phap céng nghé
cho khach hang. bam mé thiét Iap su hgp tac
k&t nGi d& mang lai nhiéu Igi ich.

Tan Le Thanh

Market advisor

VGi 16 nam kinh nghiém lam viéc cho cac Ngan
hang I6n, Ong Tan mang dén goc nhin chan
thuc vé thi trudng.



https://onyx.vn/covid19
https://onyx.vn/covid19
https://onyx.vn/covid19
https://onyx.vn/covid19
https://onyx.vn/covid19
https://onyx.vn/covid19

MOT SO SAN PHAM TIEU BIEU TU POI NGU PA THUC HIEN

SmartMEDIA SmartQMA
N Tl 2005

iTicket ¥

Dt chd tryc tuyén, Gidem thiéu chas dot
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