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Loai thuong: Dé dang bi
gia mao chum tia

Mét thu héng ngoai:
khong c6 tin hiéu => bao dong

tin hiéu:
xung hdng ngoai lién tuc 38Khz
khong ma héa

Céc loai rao dién tlr hién nay tdn tai rat nhiéu nhwoc diém:
= Dé dang bj gid mao chum tia va xam nhap

» Pham vi bdo vé han ché

= S dung nhiéu ndng lvong
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Buén lau dién ra trén moi tuyén

. P oK N P NG o2 A . A7 4 A o A A
Duong bo, duong hang khong, duong bien déu ghi dau sy xung tran cia buén lau

sout

Hang rao bién gi&i rat dai:

= Hang rdo vat ly cang cao cang ton
kém
Lwc lwong tuan tra bao vé ludn han
ché

https://vneconomy.vn/buon-lau-dien-ra-tren-moi-tuyen.htm
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‘ | | Hinh 2: Nguyén ly hogt déng - Cét cam bién da tia ma héa xung
o multi-beam encrypted ir-pulse sensor
i
—

nguyéen ly mai,
giao thirc moi

s

Xung ma héa
Encrypted pulse
- Xung mang theo dir liéu dugc

Lya chon da dang:
- Cot 8 chum tia

- Cot 16 chum tia
- Cot 32 chum tia

ién ngay 13p tirc ngudn
phét xung gid mao - chéng xdm
nhp dién tir
A V4 /s _e
Nguyen ly moi:
g -y .y ¢

Gian doan chum tia Chum tia ma hoa

¥

Chum tia bi che khudt la canh bdo Chum tia bi che khudt la canh bdo
Khéng thé phdt hién chum tia gid mao Cham tia bi gia mao la bdo dong

Nguyén ly ci: ‘

VGi Token 64 bits, CypherKey 256 bits; khéng thé bi hdch / crdach vdi cong nghé dién todn hién tai



) & Hinh 2: Nguyén ly hoat déng - Cét cam bién da tia ma héa xung
KY TRIUAT Ma héa chum ti
o — n . - =

Cot B

Xung md héa
Encrypted pulse

A o — P
COtA | Cot B EP N
Session, start Session, sync mewww Eredpise

- Cot 8 chium tia ma hoa SHA-256, khdng thé

2., N R :Cbllszhg:‘ﬂ: N e
random token G}J’I tgken Ia,\ 1 N COtA o CypherKey: chia khoa giai mat
l s6 ngau nhién random_token

Random Seed

hé théng
TruthTable: bang su thdt l
h = SHA(token, CypherKey) TruthTable: bang su thdt SHA:  khén " , .
. g thé du bao trudc,
h1 = Swap (h, Seed) h = SHA(token, CypherKey) b khong thé suy nguoc
h2 = Swap (h1, Seed) il = S (fn) Sece)

h2 = Swap (h1, Seed)

Swap (random Seed): khuyéch dai
h, = Swap (h,_;, Seed) SHA.

h, = Swap (h,_,, Seed)

Ton it tai nguyén tinh todn hon cho

. o _ A s L ) 1 session. Cho phép trién khai trén
Nhan va d6i sanh vai ting bit 4= Gui: dir lieu la cac bit trong bang ohan cimg c6 gl?é tr?énh hop Iy.

trong bang su that - SmartDectect su that :

Lap lai nhiéu gia tri cla sang ché.

Session,., start S€ssI0Ny. syNC




KY TM@@T Xung manh
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Cong sudt thu dwoc ty 1€ voi binh phuong
nghich ddo cua céng sudt nguon phat:
[ = P/(4mr?)

Khéng phu thudc vao do rong xung

Relative Intensity

r 2Ir ér 4‘r E;r 6r 7r 8r 9r 10r
Distance from point source

1 tin hiéu xung 50% t6n ndng luong gdp 50
lGn tin hiéu 1% & cing cudng dé ngudn phdt

A

ThinPulse: Ky thuat xung manh

= Phat xa hon

= Tén it ndng luong hon

= Cho phép st dung ndng luong mat troi

Pulse| 50%

Ddy la bi quyét cbng nghé tao ra nhiéu gid tri cia sdng ché.




BAO PONG TRUNG TAM

@ TU PIEU KHIEN TU DIEU KHIEN

== L0 _— ‘
PHAN MEM May chu —
) poa e ong camera
QUAN LY TAP TRUNG camera - qua?‘ o
So db khoi nguyén ly
va két noi lién déng hé thong hang rao dién tr véoi hé thong camera giam
sat

Control signal
frapsmission channel
isiznal cable)

h

NG DUNG: Bao vé
= Bao vé Nha dan
= Bao vé Nha may
=~ Bao vé Bén bai

< Bao vé Kho tang
= Doanh trai, nha
giam



khudén mat, nhan dién vat the

TICH HOP: nhiéu tang bao mat =
Quan ly vao ra, Thé an ninh ghc“'mg sao cheép véi iSeal, A.l Nhan dién

THE RFID / NFC

Puoc bao vé badi iSeal:
Chong sao chép, chdng gia
Mao

vdi cong nghé bao mat 5 cap
do

Khong thé sao chép tly tién

Cong tu ddng kiém soat vao
ra

Tich hgp cong nghé khac theo nhu

(vi du nhan dién khudén mat FacelD,

A.l Deeplearning
Convolutional

layer 2 Conlvolutional ﬁ
3 e < e
Q Seve” F al >

- Convolutnlonal

)
20 Max-pooling Mal);‘;)eeolmg

3 layer 3
Input layer layer 1

Convolutional
layer 4

cau

-n-nmn---.u n—- -nh-w ot q.«o«—-

nhan dién vat thé Yolo)



GIAI PHAP

Hang rao bién gioi
st dung ndng lwong mdt troi

'.‘\‘ S
— e = ’q 4 C '.""
L ) .&':Hlnmnl"l'! e VS TNERT

FRARNE SR amT '4&1‘&&’” A M

| LLaal§ -

-

Trung tam Chi huy i
Thu phdt RF e
Ban kinh

\
LOI ICH SU DUNG:
= Canh bdo xam nhap bién
g10]1 Central

= H6 tro luc lugng truy can
= Phong chéng buon lau

controller
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Sercured BeamTransfer
Luéi hédng ngoai ma héa

Hoat dong trong
' diéu kién troi nang
% nong/muarao

= Chdng nhiéu trdng: khdng bi anh hwdng béi thdi tiét nang nong.

= Toi wu cdng suat phat tiét kiem nang lwong.
= Co6 thé st dung ngudn dién tr nang lwong mat trovi

= Khoéng thé nhin thiy bang mat twong dé né tranh.
= V6 hiéu cac thiét bj xam nhap: nghe lén Iwu lai cac doan ma, phat xung gia I M ]
mao danh Ira hang rao. — /’s

mercury-vapor lamp

{N TrainLoop PackTransfer e R e
Mang chuyén mach goi cau truc doan tau

= Cot bat ky gap sw c6 mat dién, mat lién lac: déu dwoc phat hién dé bao cho ngu®i st dung, phan con lai cia hé théng
van hoat déng binh thwong;

= Thwdng xuyén cap nhat trang thai hoat dong, canh bao xam nhap, bao dong;
= Cac goi tin trén dwong truyén dwoc ma hoa bao mat dwérng truyén; hé thdng s dung giai thuat ma hoa AES duoc
chinh pha My Iwa chon s&r dung lam ma chuan dé ma hoéa cac tai liéu méat tir 2004
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UltraRange
Pham vi bao vé rong I&n

= M®i cot cdm bién hong ngoai dwoc trang bi 8 chum tia (hoac 16 chum tia, 32 chum tia, tuy chon theo kich thwdce)
= M®Gi cot c6 kha nang phét,xa va thy nhan céc,chl]m tia theo 2 hwdng (trai, phai), moéi cot dwoe danh dia chi 16 bits Tao
ra két cau hang rao ndi tiép lién tiép, 1&n toi toi da 216 codt (65536 cot, twong dwong 6500km)

= Phat xa xung hdng ngoai qua thau kinh quang hoc: khodng cach phat xa I&n t&i 100m (trong twong lai cé thé phat xa xa
hon nira)

SmartDetect
Nhan dién xam nhap

= Cung ldc nhan dién 4 vat thé;

= Nhan dién nhiéu, kh(“)rlg ba]o doéng, ghi nhan va do dac nhiéu. Vi du: 14
cay rung rinh, bui, nhiéu nén anh sang mat troi;

= Canh bao vat thé nhé. Vi du: ddng vat nhd, vat thé nhé bay qua;

= Bao dbéng xam nhap. Vi du: déng vat I&n, ngwdi xam nhap vwot qua
hang rao;

= B&o dong xam nhap dién t&r. Vi du: Hacker dang tim cach xdm nhap
dién tor;

12
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WORLD
INTELLECTUAL PROPERTY

UU TROI

CryptoDefense , ~ . N "
‘o P A « CypherKey: Khéa ma nhiéu thanh phan

Tan cdng mat ma hau nhu bat kha thi véi nén tang dién toan hién nay

] , « Chong lai 3 cAp db tan cdHng mat ma
Tén céng cap d6 1

CypherKey: chia khda giai mat

biéu kien:

e . 2 ) MasterKey UserPIN Random Seed
- Khong tiép xuc truc tiép véi hang rao, khéng thé nghe 1én random_token - » - o

= khong c6 bang ma, khéng c6 ma ré nha san xuat nguoi s dung hé thong

Phuwong thire tAn cong:
- Gia mao dir Iiéu', hoac thu lai tin hiéu trér] du"c‘)’ng truyén, hc:nng tim ra quy luat 13p lai = khong thé, vi div liéu truyén trén dwong truyén la khac nhau méi sesion, va trong moi
session phan bo théng tin trong di¥ liéu rat gan véi phan bo déu (ngau nhién)

Tan coéng cap dé ~: Tan cong gid mao di liéu truyén qua cac chum tia trong méi session 70

Diéu kién: O /S

- Khong biét CypherKey, _
- Tiép xuc truc tiép véi hang rao < c6 thé nghe lén random_token vi random_token dwoc truyén khéng ma hoa trén dwdng truyén PackTransfer NOT AVAILABLE

Phwong thire tAn céng: gia mao di liéu,
Dé thyc hién dwoc tAn cong nay, Oscar phai tAn cong ma CypherKey dai 256 bits. Cach duy nhat hiéu qua 1a phwong phap BruteForce 2256 trwdng hop trong

vong 1 epoch (tr 1 ngay dén 1 thang); twong dwong c& 1070 phép thir trong 1 gidy, strc manh tinh toan nay chuwa ton tai, ngay ca cong gop tat ca siéu may tinh
va cac thiét bj dién tl rdi rac cling chwa di. < Chwa ¢ cong cu di strc manh dé tan cong. Tirc la khong thé tan cong.

Tan coéng cap do

Diéu kién:

- Khéng biét CypherKey, nhwng bang cach nao do biét dwoc UserPIN clia User, ddng thdi bang cach nao do biét dwoc MasterKey ctia Coder va da doc toan b tai liéu nay; nhung
khéng biét Seed. Lwu y rang diéu kién nay rat khé dat dwoc, vi user cat rat kj UserPIN, nhwng gia dinh rang cé kha nang xay ra.

- Tiép xuc truc tiép v&i hang rao, nghe 1én random_token vi random_token dwoc truyén khéng ma hoa trén dwdng truyén PackTransfer

- Day la diéu kién dwoc cho la tét nhét, khi phe tan cong biét dwoc rat nhiéu thong tin vé hé thdng dang van hanh (toan bd déc tinh ky thuat, thuat toan). 030/

Phwong thire tAn cong: tAn cong hong tim ra CypherKey S

Dé thuc hién dwoc tAn cong nay, Oscar phai tAn cong mé khi chwa biét Seed. Trong khi Seed la 1 hoan vi ngau nghién 32 phan tl do hé thdng sinh ra méi

epoch. Cach duy nhét hiéu qua la phwong phap BruteForce cho 32! (32 giai thiva) trwdng hop hoan vi Seed trong vong 1 epoch c¢& 1 ngay dén 1 thang; twong NOT AVAILRHLE

dwong c& 1030 phép thlr trong 1 gidy, strc manh tinh toan nay chwa ton tai, ngay ca cong gop tat ca siéu may tinh va cac thiét bi dién t& rdi rac cling chwa da.
< Chua c6 cong cu di sirc manh dé tan cong. Ttrc 1a khong thé tan cong. ’ ’
Dieu nay cling ham y rang, ngay ca coder hay ngwoi van hanh hé thong cling khéng cé nang Iyc tan cdng mat ma vao hé thong nay.
13



Gidi thiéu Cong ty Onyx

THANH LAP

Puoc thanh 1ap tr ndm 2015, dua trén déi ngl nghién clru va phat trién sdn pham
cla Cong ty C6 phan Cong nghé Thong minh, don vi cd bé day truyén thong nghién
clru va phat trién cac ing dung dién t&r nhdng tir nam 2005.

POI NGO
Onyx Techlab ban dau la phong thi nghiém céng nghé bao mat phan cirng, mot linh
vuc mdi véi nhiéu bai todn xa héi néng béng.

Vuagt qua kho khan va thach thidc, Onyx xay dung dugc déi ngl chuyén gia co trinh
dd cao, nang dong, sang tao, khat vong tao ra cac sdn pham céng nghé cao canh
tranh v&i hang nhap ngoai.

TRIET LY

Phat trién bén virng trén co s& cac gia tri ctia nhan van la triét ly kinh doanh cla
chung toi.

14



Gidi thiéu Cong ty Onyx

sU’ MENH @

Keep believing!
S ménh cla chung toi la bao vé con ngudi

TAM NHIN: LINH VU'C BAO MAT PHAN CU'NG loT

Ngay nay, khi cong nghé k§ thuat s6 da két ndi van vat, linh vuc bao mat khéng con la chi tron ven
trong cac ing dung phan mém trén may tinh cd nhan. Thong tin va kem theo d6 la bao mat théng
tin déu lan tda dén vd s6 irng dung khac trong cudc séng.

Chung t6i hudng tgi Ngbi nha an toan hon, Xa hdi an toan hon, Thé gigi an toan hon, thay vi thong
minh hon. Trong tuong lai khdng xa, may mdc sé ngay cang théng minh nhung cling can tin cay hon.

Chung t6i tién phong khai pha mién dat mdi nay. Bay la mién dat mdi véi nhiéu bai toan kho, nhitng
thdr thach khé nhat, va cling an chira nhirng phan thudng |6n nhat.

Theo Karpersky, trong 6 thang dau nam 2021 cé 1.51 ti vu tan céng vao cac thiét bi loT trén
~  0an cau. Tuc I3 tang hon gap doi so vd&i cung ky nam trudéc.

Xem thong tin tai

15


https://www.iotworldtoday.com/2021/09/17/iot-cyberattacks-escalate-in-2021-according-to-kaspersky/
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Thanh tuyu

Onyx hién da cé nhiéu sang ché trong Iinh vuc bdo mat phan clirng. Bao gom:

o CyLock: Cong nghé khda diéu khién tir xa mdi, thay thé cong nghé Rolling-code da ton tai 30 nam.

[Sdng ché thé gidi WIPO s6 == do KIPO - sdng ché Korea - thGm dinh]
o eFence: Cong nghé hang rao dién t&r méi, md ra &'ng dung Hang rao bién gidi. onyx
[Sdng ché thé gidi WIPO so == do EPO - sdng ché Europe - tham dinh] cvpher

o TrueOrigin: Cong nghé dinh danh hang héa chéng gia mao, Xac thuc Xuat xu.
[Sang ché thé gioi WIPO s6 e do EPO - sang ché Europe - tham dinh] /
o OnyxCypher: M3 héa ngdu nhién Khang lugng tr.

[Sdng ché thé gidi WIPO s6 e do EPO - séng ché Europe - thém dinh] eFe ITC?
o TrustFacelD: Cong nghé xac thuc danh tinh con ngudi str dung tri tué nhan tao, hiéu qud hon, bdove =
danh tinh.
A
%
Startup Academy - Sy e ﬁ S— GIAL TRNG 4 ‘b\nupuémq mn 2022 ,
' ” ¥ True Origin’
Q Vietnam KEEP BELIEVING
Google NIG

o ’ TrustFacelD
Google Startup Academy Sao Khué 2020 2021 2022  Smart City Award 2022 Vietnam Venture Summit 2022
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https://patentscope.wipo.int/search/en/detail.jsf?docId=WO2021174264
https://patentscope.wipo.int/search/en/detail.jsf?docId=WO2021174264
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https://patentscope.wipo.int/search/en/detail.jsf?docId=WO2022094635
https://patentscope.wipo.int/search/en/detail.jsf?docId=WO2022094635
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POI NGU CUA CHUNG TOI

Tuan Nguyen Khuong Ngoc Tran Dinh : Hung Nguyen Van

Inventor, Founder, CTO o, N Co Founder, CEO S\ 7oy Co Founder, CMO

r

Tuan c6 han 17 nam kinh nghiém trong linh Ngoc lam viéc tai cac cong ty da qudc gia, véi Hung cé hon 15 nam kinh nghiém trong viéc
vuc phat trién sdn pham, cdng nghé va kinh hon 15 nam kinh nghiém trong thi trudng két ndi va cung cap cac giadi phap cong nghé
doanh vdéi tu cach la ngudGi sang lap mot s6 B2B. cho khach hang. bam mé thiét Iap su hgp tac
cong ty khdi nghiép cong nghé. bam mé Pam mé thiét 1&p su hdp tdc d€ mang lai k&t nGi d& mang lai nhiéu Igi ich.

déi méi cdng nghé trong nganh bao mét. nhiéu Igi ich.

Trung Ha Thanh Nguyet Nguyen Mai Tan Le Thanh

PhD in Statistics, Univ. of & Advisor Market advisor
Florida, USA ' ey
Mrs. Nguyet is the Director of
Think tank, \ Business Consulting, with 16
Advisor S years of experience working at
Ernst & Young Vietnam,
Tién si Trung thich gidi quyét cac van dé
I6n clia cdng ddng. BDam mé thiét Iap cac hé . . ) o ) . - L o o
théng dé gitip d& moi ngui. Ba Nguyet phuy trach tu van cac dy an chuyen VGi 16 nam kinh nghiém lam viéc cho cac Ngan
Tién si Trung 13 tac gia clia mo hinh du’ bdo doi doanh nghiép, quan ly va phuc hdi rui ro, hang I6n, Ong Tan mang dén géc nhin chéan
covid c6 dé chinh xac rat cao: ' cdu trac doanh nghiép. thirc ve thi truong.
https://onyx.vn/covid19



https://onyx.vn/covid19
https://onyx.vn/covid19
https://onyx.vn/covid19
https://onyx.vn/covid19
https://onyx.vn/covid19
https://onyx.vn/covid19

MOT SO SAN PHAM TIEU BIEU TU POI NGU PA THUC HIEN

SmartMEDIA SmartQMA
N TU 2005

AN Sy

4

T
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1
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0
1

Hinh 2: Nguyén iy hoot 8dng - Cot cdem bidn do Bio md Koo xung

Unhackable Lock 7 - O
Khoda tU xa an toan -~
chong Hacker

@ Coated paper
@ iseal"Protect

® chipNFC
- COt 8 chim ta
- €Ot 16 chiom tia

@Anlenna Cot 32 chiom ta

Gctue . . - e
Hang rao luGi hdng ngoai ma hoa
Chong hacker

Phan ti€p theo: Gidi thi€éu cong nghé va tra I3i cau hai...



MOT SO KHACH HANG SU DUNG SAN PHAM PEN TU POI NGU CUA CHUNG TOI

| Quality has been verified _

Viethamese solution
Viethamese technology
Made in Vietham

Vietcombank - the topl bank in Vietnam

|
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KHACH HANG DANG SU DUNG
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KHA NANG HOP TAC

KHAI THAC CONG NGHE

. DPAi tac thwong mai sdn pham tai Viét Nam

« Pdi tAc thwong mai sdn pham pham vi Qubc té
« Pdi tac thwong mai quyén Khai thac sang ché

CHUYEN GIAO CONG NGHE

« Chia sé quyén Khai thac sang ché

« Chia sé hé thdng rng dung da hoan thién

« Cung hop tac khai thac sang ché va céng nghé 16

PHAT TRIEN ’NG DUNG MO
« Cung nghién ctru khdm pha cac wng dung moi
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n t bao mat

Tran trong cam on!

think in simple way, do in detailed way,



